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1 Introduction

Since the introduction of Internet-enabled de-
vices such as video cameras, phones and PDAs,
the bandwidth requirements of each device con-
tinue to become more varied. Even devices that
provide the same types of functionality tend to
use di�erent amounts of bandwidth. For exam-
ple, cameras that use motion-JPEG compression
tend to consume more bandwidth than cameras
which use MPEG compression. These are im-
plementation choices made by vendors, but ulti-
mately they have an impact on the network traf-
�c created as well as the overall user experience.
An example of this dichotomy is that motion-
JPEG may consume more bandwidth, but it is
easily viewed through a modern Web browser.
MPEG encoding, while lower bandwidth, gener-
ally requires the installation of a separate soft-
ware/hardware package, sometimes at a cost to
the user.

In this paper, we will cover the network char-
acteristics of one Internet-enabled device in an
attempt to better understand its impact on the
network. We will not be looking at how the user
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experience is impacted by this particular device
or how this device compares to others. Those are
topics for future work or in some cases, topics
better covered by general audience publications.

2 The Camera

As part of the High Performance Wireless Re-
search and Education Network (HPWREN) [1]
objectives, we instrumented our network with
devices to conduct measurements [3]; one of
these devices is an Internet-enabled camera (see
Figure 1). The camera is a Spectra II from Pelco
[4] with pan-tilt-zoom capabilities; and we used
an Axis 2401 Video Server [5]. The video server
takes the video from the camera and converts
it to motion-JPEG which is viewable in a Web
browser. It then takes user commands from the
Web browser and converts them to RS-485 com-
mands which are then sent to the camera. For
these tests we set the camera at one speci�c loca-
tion and locked out all other users. One impor-
tant aspect of the motion-JPEG format is that it
sends the entire frame each time, whereas MPEG
sends only changes from the previous frame with
an occasional full frame. A more thorough de-
scription of the camera construction is available
on the HPWREN Web site [6].

After leaving the video server, the video traf-
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Figure 1: The camera located at Mt. Woodson

�c is sent over a small network as shown in
Figure 2. The video server is connected to a
Cisco switch (running VLAN switching), then
connected to a Cisco 3660 router on Mt. Wood-
son. This router sends the traÆc over a 45 Mbps
full-duplex Tsunami radio link to the San Diego
Supercomputer Center (SDSC), where the data
is sent through a set of VLAN switches to a Cisco
3640 router. At that point, it goes through an-
other router called `medusa' which then sends it
over another in-building VLAN segment to the
measurement computer. Each set of tests was
conducted from the measurement computer as
tcpdump was run. No packets were lost by tcp-
dump and the measurement computer was never
overloaded by the data. The slowest link was the
45 Mbps full-duplex link from Mt. Woodson to
SDSC.
The maximum bandwidth consumed by the

camera was 9.972 Mbps (sd �81:4 kbps, sample
size 3) with 10 simultaneous users using `huge
size' images with minimal compression. During
this test each user saw 0.997 Mbps (sd �59:9

kbps, sample size 30). Each additional user fur-
ther reduced the per user bandwidth while in-
creasing the aggregate bandwidth at a slower
rate. There is a strong indication that by having
more than 10 simultaneous users will result in
higher aggregate bandwidth consumption; how-
ever we did not test larger numbers of users. We
expect that the user experience would degrade
signi�cantly with each additional user as indi-
vidual bandwidth use decreases.

On a per user basis, the highest individual user
throughput was 2.30 Mbps which occurred only
once and was most likely an error because it was
not repeatable. This occurred during a test with
two other simultaneous users.

The idle round trip time during the tests was
relatively low at 2.257 ms (sd �0:189, sample
size 60). Each of the tests involved one or more
users transferring streaming motion-JPEG im-
ages for 30 seconds. The output was written to
/dev/null to avoid disk latency issues. HTTP
over TCP was used as the transport protocol for
the video. Therefore the motion-JPEG was sent
over TCP as one large transfer for 30 seconds
per user. All of the tests were run on June 18th
2001 from 12 pm to 7 pm. No known anomalies
occurred during this time.

The raw measurements and initial analysis for
this paper are available on the HPWREN Web
site [9].

3 Parameters

In this section we will discuss the four param-
eters that are the most critical with respect to
the camera's impact on the network. These pa-
rameters are: Image Size, Degree of Image Com-
pression, Number of Users, and Rate Limiting.
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Figure 3: How image size a�ects network load
(in Mbps)

Image Size Throughput Std. Dev.

0.5 1.86 Mbps �53 kbps

1.0 6.10 Mbps �68 kbps

2.0 6.46 Mbps �197 kbps

Table 1: Aggregate throughput vs. image size
(sample size 5)

Image Size Throughput Std. Dev.

0.5 0.62 Mbps �97 kbps

1.0 2.03 Mbps �21 kbps

2.0 2.15 Mbps �86 kbps

Table 2: Per user throughput vs. image size
(sample size 15)

3.1 Image Size

Image size controls the number of pixels in the
image sent from the video server to the Web
browser. The camera always sends the same
NTSC format video to the video server. This pa-
rameter mainly e�ects the encoder and the data
path to the Ethernet interface. Figure 3 shows
the e�ect of image size on the bandwidth con-
sumed. There are three image sizes in the cam-
era which we approximate to 0.5, 1.0, and 2.0
times full size. These image sizes are: `half size'
(176x112), `full size' (352x240), and `huge size'
(704x480) respectively. It is possible to set an
image scaling factor which takes a smaller image
and multiplies it by 2 or 4. This factor was not
adjusted. These tests were run with three users
at minimal compression.

As can be seen in Figure 3 and Tables 1 and 2
the 'half size' (0.5) image drastically reduces the
network traÆc relative to 'full size.' This may
be due to the fact that the encoder is only ca-
pable of interpreting a �xed number of images
per second from the analog video signal. There-
fore, the video server may have been operating
at its maximum frame rate (we were not pushing
any other limits). From 'full size' to 'huge size'
images a far less signi�cant load increase was ob-
served. However, when in 'huge size' we saw a
much lower frame rate than in 'full size'. Addi-
tionally, the video server's manual states that the
maximum frame rate in 'huge size' is 10 frames
per second (fps) whereas in both 'full size' and
'half size' modes it is 30 fps [7, page 45]. We
suspect that there may be an internal limit to
the bandwidth of the images from the encoder
to a theorized on-server image cache. In theory,
this cache could be used to serve up images to
multiple users in order to reduce the number of
images that the encoder must produce. Further
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Figure 4: How compression a�ects network load

supporting this theory is the fact that in rare
instances an image from half an hour ago will
be given in response to a single image request.
Figure ?? shows a theoretical model of the video
server.

3.2 Image Compression

The image compression tests were very interest-
ing. Originally, we expected the image compres-
sion to reduce the bandwidth consumed. While
running the tests it became clear that the band-
width was not reduced. Upon �nishing the anal-
ysis, it was apparent that the bandwidth con-
sumption increased just slightly with each higher
level of compression (see Figure 4). It can be

Compression Throughput Std. Dev.

1 6.10 Mbps �68 kbps

2 6.10 Mbps �19 kbps

3 6.11 Mbps �5:6 kbps

4 6.13 Mbps �12 kbps

5 6.14 Mbps �18 kbps

Table 3: Aggregate throughput vs. level of com-
pression (sample size 5)

Compression Throughput Std. Dev.

1 2.03 Mbps �21 kbps

2 2.03 Mbps �7:7 kbps

3 2.03 Mbps �3:1 kbps

4 2.04 Mbps �5:1 kbps

5 2.05 Mbps �6:8 kbps

Table 4: Per user throughput vs. level of com-
pression (sample size 15)

summarized that: compression does not a�ect
the bandwidth utilization to any large degree.
However, subjective analysis suggests that it in-
creases the frame rate. This is a parameter that
should be investigated further on the basis of
user experience. This test was run with a full-
size image and three simultaneous users. Figure
4 and Tables 3 and 4 show compression as val-
ues 1-5, which corresponds to the following lev-
els of compression: minimal, low, medium, high,
and very high respectively. The manual gives
no numerical relation between the levels of com-
pression, therefore the graph is arbitrary in that
respect.
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Figure 5: How the number of users a�ects network load
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Number of Users Throughput Std. Dev.

1 2.17 Mbps �6:9 kbps

2 3.76 Mbps �113 kbps

4 6.12 Mbps �68 kbps

6 6.81 Mbps �50 kbps

10 8.50 Mbps �202 kbps

Table 5: Aggregate throughput vs. number of
users (sample size 3)

3.3 Number of Users

The number of clients was varied to show how
multiple users a�ect the overall network band-
width consumed by this device. As a direct
result, we were also able to determine the per
user bandwidth. Figure 5 shows the results of
these measurements. On inspection it can be
seen that the number of users increases the ag-
gregate bandwidth consumed by the device. At
the same time, the bandwidth of each individ-
ual user decreases, resembling a tug of war over
video frames. This e�ect is positive because it
means that as more users are added the utilized
bandwidth becomes more eÆcient. We antici-
pate additional users will impact the user expe-
rience through a slower frame rate and higher
latency. Note that even at 10 users the over-
all bandwidth is still increasing, however, at a
slower rate. Leaving the question: at what point
will the aggregate bandwidth reach maximum?
These tests were run with 'full size' images at
minimal compression.

3.4 Rate Limiting

Rate limiting tests had rather disappointing re-
sults. The rate limiting control provided by the
video server seems to have a limited e�ect on

Number of Users Throughput Std. Dev.

1 2.17 Mbps �6:9 kbps

2 1.88 Mbps �131 kbps

4 1.53 Mbps �172 kbps

6 1.14 Mbps �148 kbps

10 0.85 Mbps �92 kbps

Table 6: Per user throughput vs. number of
users

network utilization. Given the number of tests
needed for each of these measurements, we ran it
only on a small subset of the possible rate limit
settings. The only setting that appeared to cause
a change in the traÆc was the 0.5 Mbps setting.
In addition, this setting did not lower either the
aggregate throughput or the per user through-
put to the manufacturers speci�ed amounts dur-
ing our tests. The results are shown in Figure 6.
Knowledge regarding how the rate limiting was
implemented by the manufacturer would have
given a better understanding of these results.
Limiting the amount of bandwidth consumed by
this device is critical to HPWREN, therefore it is
likely that some rate limiting based on Cisco Ex-
press Forwarding (CEF) [8] will be implemented.

A second possibility regarding the manufac-
turer's implementation of this rate limiting is
that it could have been based on adjusting the
TCP window size. Upon further inspection of
the traces, we found nothing that would point
to the use of this method. We are unable to say
conclusively that the rate limiting functionality
does not work, just that it did not work properly
in our test con�guration.
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4 Conclusion

This paper presents what we feel are the best
methods and variables to use to measure the
impact of Internet-enabled cameras on network
bandwidth. As discussed, this is important be-
cause new devices are becoming available every
day and it is necessary to understand their re-
source requirements as well as the trade-o�s that
exist between various products.

In our testing, we were unable to make the rate
limiting perform to the manufacturers speci�ca-
tions. Additionally, we are concerned about the
ability of this video server to consume 9 Mbps of
bandwidth.

It seems likely that an image distribution
scheme based on multicast would have been a
better solution. However, UDP su�ers losses and
multicast would require di�erent client software.

We are interested in what others �nd to be the
best methods and most important parameters
for their devices.
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